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 MANET is a collection of wireless mobile nodes forming a network without using any 

existing infrastructure. There are various challenges that are faced in the Ad-hoc 
environment. The wireless nature of communication and lack of any security 

infrastructure raise several security problems. However, the open medium and wide 

distribution of nodes make MANET vulnerable to malicious attackers. There are 
various challenges that are faced in the Ad-hoc environment. In this case, it is crucial to 

develop efficient intrusion-detection mechanisms to protect MANET from attacks. 

With the improvements of the technology and cut in hardware costs, we are witnessing 
a current trend of expanding MANETs into industrial applications. To adjust to such 

trend, we strongly believe that it is vital to address its potential security issues. A new 

intrusion-detection system named Enhanced Adaptive ACKnowledgment (EAACK) 
specially designed for MANETs is proposed. Compared to contemporary approaches, 

EAACK demonstrates higher malicious-behavior-detection rates in certain 

circumstances while does not greatly affect the network performances. The simulation 
results proved that the proposed EAACK detects the actual malicious nodes, thus 

reducing the false detection rate. 
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INTRODUCTION 
 

 Mobile Wireless Ad hoc Network (MANET) is a group of autonomous mobile nodes or devices connected 

through wireless links without the support of a communications infrastructure (Anantvalee, 2008; Ayyasamy, 

2014). The topology of the network changes dynamically as nodes move and the nodes reorganize themselves to 

enable communications with nodes beyond their immediate wireless communications range by relaying 

messages for one another, i.e. multihop. MANET relies on the cooperation of all the participating nodes (Zhou, 

1999). Detecting routes and forwarding packets consumes network-bandwidth, local CPU time, memory, and 

energy (Anantvalee, 2008).  

 An individual mobile node may attempt to benefit from other nodes, but refuses to share its own resources. 

Such nodes are called selfish or misbehaving nodes, and their behavior is termed selfishness or misbehaviour 

(Kashyap Balakrishnan, 2005). One of the major sources of energy consumption in mobile nodes of MANETs is 

wireless transmission. A selfish or malicious node may agree on forwarding control packets while drop all or 

part of the data packets it receives to conserve its energy. This type of attacks is termed as DoS or black hole 

attack (Marti,). 

 To alleviate the effects of such selfish or malicious nodes in MANETs, many researchers brought proactive 

security approaches like cryptography and authentication to improve the security level of MANETs. However, 

all of these security mechanisms suffer from the problem of late detection of malicious attacks. This flaw leaves 

attackers plenty of time to defect the network performance. To address this challenge, it is important to 

incorporate Intrusion Detection Systems (IDS) into MANETs [IV][VI]. IDS in MANETs can act as a second 

layer of defense. It can act as a great complement to the existing prevention techniques. MANETs present a 

number of unique problems for IDS [VIII]. Differentiating between malicious network activity and spurious but 

typical problems associated with an ad hoc networking environment, is a challenging task. In an ad hoc network, 

malicious nodes may enter and leave the immediate radio transmission range at random intervals or may collude 
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with other malicious nodes to disrupt network activity and avoid detection (Liu, 2007; Kang, 2011). Malicious 

nodes may behave maliciously only intermittently, further complicating their detection [XIV].  

 Traffic monitoring in wired networks is usually performed at switches, routers and gateways, but an ad hoc 

network does not have these types of network elements where the IDS can collect audit data for the entire 

network (Marti, 2000). A wired network under a single administrative domain allows for discovery, repair, 

response and forensics of suspicious nodes (Anantvalee, 2008). A MANET is most likely not under a single 

administrative domain, making it difficult to perform any kind of centralized management or control. Network 

traffic can be monitored on a wired network segment, but ad hoc nodes or sensors can only monitor network 

traffic within their observable radio transmission range (Kashyap Balakrishnan, 2005). 

 

Related work: 

 Kashyap Balakrishnan, Jing Deng, and Pramod K. Varshney (Kashyap Balakrishnan, 2005) TWOACK is 

required to work on routing protocols such as Dynamic Source Routing (DSR). Consider 3 nodes A, B, and C 

that are present as the intermediate nodes between source (S) and destination (D). Node A first forwards Packet 

1 to node B, and then, node B forwards Packet 1 to node C. When node C receives Packet 1, as it is two hops 

away from node A, node C is obliged to generate a TWOACK packet, which contains reverse route from node 

A to node C, and sends it back to node A. The retrieval of this TWOACK packet at node A indicates that the 

transmission of Packet 1 from node A to node C is successful. Otherwise, if this TWOACK packet is not 

received in a predefined time period, both nodes B and C are reported malicious. The same process applies to 

every three consecutive nodes along the rest of the route.  

 T. Sheltami, A. Al-Roubaiey, E. Shakshuki, and A. Mahmoud (Sheltami, 2009) This work is Similar to 

TWOACK, Adaptive ACKnowledgement (AACK) is an acknowledgment-based network layer scheme which 

can be considered as a combination of a scheme called TACK (identical to TWOACK) and an end-to-end 

acknowledgment scheme called ACKnowledge (ACK). Compared to TWOACK, AACK significantly reduced 

network overhead while still capable of maintaining or even surpassing the same network throughput. Consider 

3 consecutive nodes A, B, and C between the source and the destination. The source node S sends out Packet 1 

without any overhead except 2-b of flag indicating the packet type. All the intermediate nodes simply forward 

this packet. When the destination node D receives Packet 1, it is required to send back an ACK acknowledgment 

packet to the source node S along the reverse order of the same route. Within a predefined time period, if the 

source node S receives this ACK acknowledgment packet, then the packet transmission from node S to node D 

is successful. Otherwise, the source node S will switch to TACK scheme by sending out a TACK packet.  

 Sevil Sen, John A. Clark, and Juan E. Tapiador (Zhou, 1999) Programs are evolved using the Genetic 

Programming (GP) technique to detect known attacks against MANETs and evaluated on simulated networks 

with varying mobility and traffic patterns. It is shown that GP effectively detects known attacks, flooding and 

route disruption attacks, against AODV. However a good intrusion detection system (IDS) on MANETs should 

also be suited to resource-constrained environments. Therefore, Multi Objective Evolutionary Computation 

(MOEA) techniques is deployed in order to discover trade-offs between non-functional and functional properties 

of programs, and optimize these objectives simultaneously during evolution. MOEA evolves a set of programs 

for each attack offering different trade-offs between intrusion detection ability of evolved programs and their 

energy usage.  

 L. Zhou and Z. J. Haas (Zhou, 1999) A distributed certificate authorities in ad hoc networks using threshold 

cryptography is proposed. It is assumed that no one single node in an adhoc network can be trusted due to low 

physical security and low availability. Therefore, using a single node to provide an important network-wide 

service, such as a certificate authority, is very risky. Threshold cryptography allows a certificate authority's 

private key to be broken up into shares and distributed across multiple nodes. To sign a certificate, a subset of 

the nodes with private key shares must jointly collaborate. Thus, to mount a successful attack on the certificate 

authority, an intruder must compromise multiple nodes. To further frustrate attack attempts over time, share 

refreshing can be used. It is possible that over a long period of time enough share servers could be compromised 

to recover the certificate authority's secret key. Share refreshing allows uncompromised servers to compute a 

new private key periodically from the old private key's shares. This periodic refreshing refers to an attacker must 

infiltrate a large number of nodes within a short time span to recover the certificate authority's secret key.  

 David B. Johnson David and A. Maltz (Johnson, 1996) This paper presents a protocol for routing in ad hoc 

networks that uses dynamic source routing. The protocol adapts quickly to routing changes when host 

movement is frequent, yet requires little or no overhead during periods in which hosts move less frequently. 

Based on results from a packet-level simulation of mobile hosts operating in an ad hoc network, the protocol 

performs well over a variety of environmental conditions such as host density and movement rates. For all but 

the highest rates of host movement simulated, the overhead of the protocol is quite low, falling to just 1% of 

total data packets transmitted for moderate movement rates in a network of 24 mobile hosts.. This paper has 

presented a protocol for routing packets between wireless mobile hosts in an ad hoc network. Unlike routing 

protocols using distance vector or link state algorithms, our protocol uses dynamic source routing which adapts 
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quickly to routing changes when host movement is frequent, yet requires little or no overhead during periods in 

which hosts move less frequently. Based on results from a packet-level simulation of mobile hosts operating in 

an ad hoc network, the protocol performs well over a variety of environmental conditions such as host density 

and movement rates.  

 Buchegger and J. Y. LeBoudec (Buchegger, 2004) In our approach, everyone maintains a reputation rating 

and a trust rating about everyone else that they care about. From time to time first-hand reputation information is 

exchanged with others; using a modified Bayesian approach we designed and present in this paper, only second-

hand reputation information that is not incompatible with the current reputation rating is accepted. Thus, 

reputation ratings are slightly modified by accepted information. Trust ratings are updated based on the 

compatibility of second-hand reputation information with prior reputation ratings. Data is entirely distributed: 

someone’s reputation and trust is the collection of ratings maintained by others. It enables node redemption and 

prevent the sudden exploitation of good reputation built over time by introducing re-evaluation and reputation 

fading. It presents the application of our generic reputation system to the context of neighborhood watch in 

mobile ad-hoc networks, specifically to the CONFIDANT Protocol for the detection and isolation of nodes 

exhibiting routing or forwarding misbehavior. In our approach, everyone maintains a reputation rating and a 

trust rating about everyone else who is of interest. The approach is fully distributed and no agreement is 

necessary.  

 

Methodology: 

 The proposed system is divided into three modules. 

2.1 ACK scheme 

 2.2 S-ACK scheme 

 2.3 Performance evaluation 

 

2.1 ACK scheme: 

 ACK is basically an end-to-end acknowledgment scheme. It acts as a part of the hybrid scheme in EAACK, 

aiming to reduce network overhead when no network misbehavior is detected (Kashyap Balakrishnan, 2005). In 

Fig 2.1, in ACK mode, node S first sends out an ACK data packet Pad1 to the destination node D. If all the 

intermediate nodes along the route between nodes S and D are cooperative and node D successfully receives 

Pad1, node D is required to send back an ACK acknowledgment packet Pak1 along the same route but in a 

reverse order (Kang, 2011). Within a predefined time period, if node S receives Pak1, then the packet 

transmission from node S to node D is successful. Otherwise, node S will switch to S-ACK mode by sending 

out an S-ACK data packet to detect the misbehaving nodes in the route. 

 

 
 

Fig. 2.1: ACK scheme:  

 

2.2 S-ACK scheme: 

 The S-ACK scheme is an improved version of the TWOACK scheme. The principle is to let every three 

consecutive nodes work in a group to detect misbehaving nodes[XII]. For every three consecutive nodes in the 

route, the third node is required to send an S-ACK acknowledgment packet to the first node. The intention of 

introducing S-ACK mode is to detect misbehaving nodes in the presence of receiver collision or limited 

transmission power (Zhou, 1999). 

 In S-ACK mode, the three consecutive nodes (i.e., F1, F2, and F3) work in a group to detect misbehaving 

nodes in the network (The network simulator NS-2.). Node F1 first sends out S-ACK data packet Psad1 to node 

F2. Then, node F2 forwards this packet to node F3. When node F3 receives Psad1, as it is the third node in this 

three-node group, node F3 is required to send back an S-ACK acknowledgment packet Psak1 to node F2. Node 

F2 forwards Psak1 back to node F1. If node F1 does not receive this acknowledgment packet within a 

predefined time period, both nodes F2 and F3 are reported as malicious (Kang, 2011). Moreover, a misbehavior 

report will be generated by node F1 and sent to the source node S. 
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 Nevertheless, unlike the TWOACK scheme, where the source node immediately trusts the misbehavior 

report (Sheltami, 2009), EAACK requires the source node to switch to MRA mode and confirm this 

misbehavior report. This is a vital step to detect false misbehavior report in our proposed scheme. 

 

Performance Evaluation: 

 Packet delivery ratio (PDR): PDR defines the ratio of the number of packets received by the destination 

node to the number of packets sent by the source node.  

 Routing overhead (RO): RO defines the ratio of the amount of routing-related transmissions  

 

Results: 

 In this simulation, a new intrusion-detection system named Enhanced Adaptive ACKnowledgment 

(EAACK) specially designed for MANETs is proposed. Compared to contemporary approaches, EAACK 

demonstrates higher malicious- behavior-detection rates in certain circumstances while does not greatly affect 

the network performances. The simulation results proved that the proposed EAACK detects the actual malicious 

nodes, thus reducing the false detection rate.  

  

ACK Mode:  

 
 

 In ACK mode destination send acknowledgement to source via routers. Router 1 (Node 2 - Attacker) did 

not forward acknowledgement to source. 

 

S-ACK Mode: 

 
  

 Source initiates the S-ACK Mode as it did not get acknowledgement. S-ACK data packet and 

acknowledgement transmission is carried out by router. 

 Router router1 (node 2) received acknowledgement from router router2(node 3). But it sends false 

misbehaviour report about router router2 (node 3) to Source. 

 

Conclusion: 

 In this work, a novel IDS named EAACK protocol is proposed specially designed for MANETs and 

compared it against other popular mechanisms in different scenarios through simulations. The results 

demonstrated positive performances against Watchdog, TWOACK, and AACK in the cases of receiver 

collision, limited transmission power, and false misbehavior report.. Although it generates more Routing 
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Overheads in some cases, as demonstrated in our experiment, it can vastly improve the network’s PDR when the 

attackers are smart enough to forge acknowledgment packets 

 

Discussion: 

 
 

Number of nodes v/s Overhead: 

 In this graph x-axis represents number of nodes y-axis represents overhead. when number of nodes get 

increased in the network, overhead is increased. 

 

 
 

Number of nodes v/s PDR: 

 In this graph x-axis represents number of nodes y-axis represents overhead. when number of nodes get 

increased in the network ,packet deliver ratio is decreased. 
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